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Properties SDC-Nets AHEPs ADC-Net
Collusion of O(7) X

Set of trusted users X

Messages to the counting agent X

Minimum number of messages

Scalable X

Permanent keys
Based on trapdoors

Keys stored per user 2(7 —1)

Total of keys 0(i2) 2
Polynomial time

One cannot disrupt X X
Verification as commitment X X
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@ Comparison of requirements
CSR

LNCC between Privacy-Preserving Protocol (PPP)

Protocol Y ] Efficiency ##%

Enc Agg Dec
PPP1 X X 0(1) O(7) O(7)
PPP2 X O(log(k)) O(7) O(k)
PPP3 O(log(k)) O(7) Of(log(k))
EPPP4SMS 20(log(k)) O(7) O(log(n))
LOP - SDC-Net X X O(7) NA O(7)
Paillier - AHEP X X O(log(n)) O(7) O(log(n))

IEEE Trans. Smart Grid - Impact Factor: 4.334

“"EPPP4SMS: Efficient Privacy-Preserving Protocol for Smart
Metering Systems and Its Simulation Using Real-World Data”
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August 31, 2015 — LNCC — CSR — Pés — TU Darmstadt — FB — 54/59



&

Contributions - TECHNISCHE
i UNIVERSITAT
CSR DL DARMSTADT
LNCC
1. Detection of profile in . The concept of ADC-Nets

protocols based on noise

Reasons for frequent
measurements

> Detection of fraud and
energy loss

> Virtualization of a
commodity network

> Fair Distribution
(challenge)

Minimal requirements for
PPPs

Limitations for all PPPs

> Algebraic properties
> Probabilistic properties

> Abstractions of SDC-Nets
» Generalization of AHEPs

Four new PPPs

» PPP1 is the fastest

> PPP2 uses commitment
with elliptic curve

» PPP3is an ADC-Net

> PPP4 is resistant against
quantum attacks

. An SDC-Net that behaves

as AHEPs

Detection of inconsistencies
in the dataset

. Theoretical analysis

validated with simulation
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