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PPP2 - € - Commitment
Commitment Based on ECC [BM14a]
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PPP2 - Verification
[BDBBM14; BM14b; BM14a; BBM14; BVM15]
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PPP2 - Performance
[BM14b; BM14a; BVM15; BDBBM14; LBPN12]
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PPP3 - € - New Concept
ADC-Net - [BBM14; BM14b; BVM15]
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PPP3
PPP3 meets the following requirements

Requirement 1 - 3

Recoverability of consolidated consumption

Requirement 2 - 3

Recoverability of bill based on dynamic pricing
€

Requirement 3 - 3

Verification (auditability)
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Efficiency
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PPP4 - - Quantum Cryptography
No Keys [BSM14; BPP12]
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PPP4
PPP4 meets the following requirements

Requirement 1 - 3

Recoverability of consolidated consumption

Requirement 2 - 7

Recoverability of bill based on dynamic pricing
€

Requirement 3 - 7

Verification (auditability)

Requirement 4 - depends on quantum devices
Efficiency
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Symmetric DC-Nets (SDC-Nets)
[Cha88] - Dining Cryptographers Problem
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SDC-Nets
Unconditional Secure [Cha88]

AgentA

B

C

m1,j + kAB + kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m1,j +kAB +kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m2,j + kBA + kBC −kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m3,j + kCA + kCB −kAC − kBC

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 35/59



SDC-Nets
Unconditional Secure [Cha88]

AgentA

B

C

m1,j + kAB + kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m1,j +kAB +kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m2,j + kBA + kBC −kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m3,j + kCA + kCB −kAC − kBC

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 35/59



SDC-Nets
Unconditional Secure [Cha88]

AgentA

B

C

m1,j + kAB + kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m1,j +kAB +kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m2,j + kBA + kBC −kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m3,j + kCA + kCB −kAC − kBC

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 35/59



SDC-Nets
Unconditional Secure [Cha88]

AgentA

B

C

m1,j + kAB + kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m1,j +kAB +kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m2,j + kBA + kBC −kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m3,j + kCA + kCB −kAC − kBC

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 35/59



SDC-Nets
Unconditional Secure [Cha88]

AgentA

B

C

m1,j + kAB + kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m1,j +kAB +kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m2,j + kBA + kBC −kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m3,j + kCA + kCB −kAC − kBC

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 35/59



SDC-Nets
Unconditional Secure [Cha88]

AgentA

B

C

m1,j + kAB + kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m1,j +kAB +kAC − kBA − kCA

m2,j + kBA + kBC − kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m2,j + kBA + kBC −kAB − kCB

m3,j + kCA + kCB − kAC − kBC

m3,j + kCA + kCB −kAC − kBC

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 35/59



SDC-Nets
[GJ04]

AgentA

B

C

m1,j +H(kAB ||j) +H(kAC ||j) − H(kBA||j)− H(kCA||j)

m2,j + H(kBA ||j) + H(kBC ||j) −H(kAB ||j) − H(kCB ||j)

m3,j + H(kCA||j) + H(kCB||j) −H
(kAC ||j) −

H(kBC ||j)
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SDC-Net
Keys for 10 users
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SDC-Nets versus AHEPs

Symmetric DC-Nets (SDC-Nets)

AgentA

B

C

m1,j + H(kAB ||j) + H(kAC ||j)− H(kBA||j)− H(kCA||j)

m2,j + H(kBA ||j) + H(kBC ||j)− H(kAB ||j)− H(kCB ||j)

m3,j + H(kCA||j) + H(kCB||j)− H(kAC ||j)− H(kBC ||j)

Additive homomorphic encryption primitives (AHEPs)

AgentEnc(m1,j )

Enc(m2,j)

Enc(m1,j ) · Enc(m2,j ) · Enc(m3,j )

= Enc(m1,j + m2,j + m3,j )
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ADC-Net
Required Properties [BBM14; BM14b; BVM15]

Properties SDC-Nets AHEPs ADC-Net
Collusion of O( ı̃ ) 3 7

Set of trusted users 3 7

Messages to the counting agent 3 7

Minimum number of messages 3 3

Scalable 7 3

Permanent keys 3 3

Based on trapdoors 3 3

Keys stored per user 2( ı̃ − 1) 1
Total of keys O( ı̃ 2) 2
Polynomial time 3 3

One cannot disrupt 7 7

Verification as commitment 7 7
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Properties SDC-Nets AHEPs ADC-Net
Collusion of O( ı̃ ) 3 7 3

Set of trusted users 3 7 3

Messages to the counting agent 3 7 3

Minimum number of messages 3 3 3

Scalable 7 3 3

Permanent keys 3 3 3

Based on trapdoors 3 3 3

Keys stored per user 2( ı̃ − 1) 1 1
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Interesting Results
Beyond the State of the Art

Result:
Asymmetric DC-Nets are abstractions of Symmetric DC-Nets

[BBM14]

Result:
AHEPs are particular cases of ADC-Nets

Example
Paillier is a particular case of an ADC-Net
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Dataset

Raw Dataset 7

The raw dataset has inconsistencies

Sanitized Dataset 3
I 6 435 meters
I 25 726 rounds
I 165 546 810 measurements

Verification
Inconsistencies ⇒ measurements collected without verification
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Comparison of requirements
between Privacy-Preserving Protocol (PPP)

Protocol
€

Efficiency
Enc Agg Dec

PPP1 3 7 7 O(1) O( ı̃ ) O( ı̃ )
PPP2 7 3 3 O(log(k)) O( ı̃ ) O(k)
PPP3 3 3 3 O(log(k)) O( ı̃ ) O(log(k))

EPPP4SMS 3 3 3 2O(log(k)) O( ı̃ ) O(log(n))

LOP - SDC-Net 3 7 7 O( ı̃ ) NA O( ı̃ )
Paillier - AHEP 3 7 7 O(log(n)) O( ı̃ ) O(log(n))

IEEE Trans. Smart Grid - Impact Factor: 4.334
“EPPP4SMS: Efficient Privacy-Preserving Protocol for Smart
Metering Systems and Its Simulation Using Real-World Data”
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Overall Performance
Race protocols

Telecooperation  Smart Grids 

 Smart Meters Efficient Protocols 

PPP1

PPP2

PPP3

EPPP4SMS

LOP

Paillier

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 45/59



Overall Performance
Race protocols

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 46/59



Overall Performance
Race protocols

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 47/59



Table of Contents

Introduction

Privacy-Preserving Protocols (PPPs)
PPP1 - Based on SDC-Nets
PPP2 - Based on Commitment
PPP3 - Based on Asymmetric DC-Net (ADC-Net)
PPP4 - Based on Quantum Cryptography

ADC-Nets

Simulation Using Real-World Data

Conclusion and Outlook

August 31, 2015 – LNCC – CSR – Pós – TU Darmstadt – FB – 48/59



Conclusion

I Privacy-Preserving Protocols (PPPs) only work for large
aggregations

I PPP1 has the fastest Enc (mi ,j)
I PPP2 and PPP3 are exponentially faster than others
I PPP4 is resistant against quantum attacks
I The concept of ADC-Nets is introduced
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ADC-Nets can be used in applications that require:
I SDC-Nets

I AHEPs

I electronic voting
I reputation systems
I sensor networks
I electronic money
I mobile sensing
I multi-party computation
I image processing
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Thank You!

All comments and suggestions are welcomed.
Contact: borges@lncc.de
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Contributions

1. Detection of profile in
protocols based on noise

2. Reasons for frequent
measurements

I Detection of fraud and
energy loss

I Virtualization of a
commodity network

I Fair Distribution
(challenge)

3. Minimal requirements for
PPPs

4. Limitations for all PPPs
I Algebraic properties
I Probabilistic properties

5. The concept of ADC-Nets
I Abstractions of SDC-Nets
I Generalization of AHEPs

6. Four new PPPs
I PPP1 is the fastest
I PPP2 uses commitment

with elliptic curve
I PPP3 is an ADC-Net
I PPP4 is resistant against

quantum attacks

7. An SDC-Net that behaves
as AHEPs

8. Detection of inconsistencies
in the dataset

9. Theoretical analysis
validated with simulation
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